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.ol 3 Microsoft Window Pro Wiag Microsoft Office Home & Business bolo WU OEM 3N @ e
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JuszuuufURnis Linux

Lﬁuizuuﬂﬁﬂamiﬁiaa%’uﬁu’qLLUU Server Way Desktop

soesuanUnenssundne 1wy AMD, Intel, Wag ARM oe-bit architectures
seedusTULLaiiou (Virtualization) wavarunsaldauuuszuuing eswivresiadouls 19y
VMware ESXi ez Microsoft Hyper-V

see¥umasnsa Livepatch aeliaunsoindunssiuaunadlilaglifesdyniedes
A11150@514 (Create), 19974 (Run) Lagu3n13inn1s (Manage) Container 9
5835UMsIF T OpenJDK ee Waz OpenJDK o sunansadoninde NET o NET a0 I
auN3auIMSIANIHIY (User) waznau (Group) W Graphical User Interface (GUI)
5995UNN5AANSUINLNY (Package Management) WUU 5UU APT (Advanced Package Tool)
uazld deb la

5035UNIMS5IUAINUAEN e FIPS eco-o wazgdnisdeaiureslniuuy Zero-Day Ay
AppArmor 1%

AN150ATIadRUTTUUTLA S URansEnUINYesliauUasnsiy (CVE) uazsieaudayamiu

LHIRUAZLUY CVSS 19

5895UNIANTITULLUUTINAUE IRadAn1suaTnsIsdausTuY OS Sruunldegiadl
Usgdvinmainguinans daglinisduian, nsdamsdlduaznisnsindeuanuasadody
Seshetudmiulasaaiaiugiuruaing
seafunsufUiaudarimuadildfunisfuses (Certified Compliance) AasaulAfisnu
dmunsuiiRnumsgunasnieiidune 1wy FIPS ecoe 130 FIPS aco-m 1
seafumsthysdnuanaUasnfefienuiu (Extended Security Maintenance - ESM) 1843u
uui el 3 Insasauaquiauiininassuufuansvdnuasusundindulomusesalu
Repository
Joudaiauadedimideiusewuasaiuayumanaiiannuivnidrvewaniusivioavives
Frvewdndasilulsymalneviadunusmiielulssmelng dvsuduauesiananiy
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\uunanwasuuuu Software As a Service (SaaS) fianunsnvgeaLaLNTalunInTIvaey
Ui:ﬁ?ﬁn%mWﬂ’ﬁﬁwﬂﬂﬁaamﬂé’mﬁw%’wmmﬁ;ﬂ%’mulﬁ?ﬁmi

1 Agent @113V loT FARdInTUNsI9@0uUsEaNS AMN15vMa1U 5995V OS Linux
vuannunIsu xod, armoa (ARMva), and ARMvey TnadaLAudaiiy Metrics g Toya
doundilidosnii el Lhou

1l Agent dm13U Server AaRidniunsIABUUSEAVEAMNNTYINY 58393 OS Windows 130
Linux U@ 1dmenssa xoc WAy container platform 14y Kubernetes latduat19tae
Tngdniudafiu Metrics gloyadoundalidosni ol 1oy
mmsmLLammamiﬂizﬁw%mwluguuadmwmmm Web Application/Endpoint Iug‘ULL‘UU
Trace

AnaNsaLaRIP AR S SEWIN Web Application/Endpoint Téitluu (Service Map) aw API Catalog
Ty udnlud®

annsadafiu Archive log 881tay <o Yu illirmssiuaznsradaumansaldoundals
dgausedug (A) A5 eudA8/189 (Machine Learning) dwsutasnsIaday
UszanSammsviauuuudalud® ieudensyihaniifinung

f¥aaUstRvsuuy Generative Al dmsuldnufsteyafaulaiuandlagldnrwsssund

v & Y

(Natural language)

e« dntdrsonisuanssigauludnvay Dashboard @MU quaszuy a1w1savinisaing
Dashboard vewnutedlagansausuilasunanideyainuesienisinegiiussdninm
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au150U1TeYa metric, trace a59N1SUIUABUNTEIWUAIWHAUNA (Monitor alerts)
audouluiitivualy neseedunutem Email, MS Team wag Webhooks 1usthaey
Na mﬂ”mm‘ﬁ'umauaaw’w’aqaq"iu Leader Quadrant 484 Gartner Magic Quadrant # 14
Application Performance Monitoring (APM) and Observability lng1iuant wolee Dusuly
anunsanTIeaeuUsEAnsnmaunsal network Tneseedu SNMP uaw Netflow Iéidustnedes
W1y agent TnonanAnsiauaivintiy

fiszuuudadaynn (Incident Management) wazAnauuAlydeyni (On-call Management)
segluszuuifeIny

favavduuuildan (Subscription) paeaszazAUYTEAY sas3uUUNIRiBnsaLLs Tanun
o< 0 (1A389ADNRIADT LYY, LATDIRBNRIABS LU Workstation uay gunsalinmiad
dmsuiinnegunsaliwuires (IoT Gateway)
Houdaiauadadimideiusewuazatuayumanaiannuigndrvemaniusivisauives
veandnsusluussmalnaniofunusimireluussmalne dmsuiuauesaianiz
Tasemsivsmnsiailuadall
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& warduasdasiunsrrduuarldnaudisanay (EDR) dwsuias asnauiunasusitneg 1 o szUU
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anunsadesiudeanauain Malware Fasolui Viruses, Worms, Trojans, Spyware, Adware,
Keyloggers, Rootkits lalluegeios
awsadesiuliawss (Antimalware) Ineg198931ng1utona (Signature) UaghuuTLAIIEY
WOANTIU (Heuristic analysis) i’JlJfl‘Sﬁﬂ’]iL%EJuiLLUU Machine Learning leliJuattioy
ausafnseuuszUuUiTRmssaelud ¥duagnedes
&.om.e. Microsoft Windows o, Windows <, Windows <., Windows @o, Windows e
&enlo.  Microsoft Windows Server bwoos Re, Windows Server boele, boelo Re Windows Server
oo, Windows Server woee, Windows Server lbolle, Windows Server lbolod
&em.en. Mac OSX whag Linux
anusadestuduanauainnisliuselevianyadinivealusunsy (Anti-Exploit) 1o
asnsnyinInsaadulsiaatisiesasds (monitors running processes) lussuuUuanas
JoamsiUAsuuUasdns (privilege escalation), af1slnduazgeulusiaansvirnuls
annsadesiulifasenaild \rswWalng (Ransomware) uui3esneaufinmes uaglnduys
Wadsala
annsainsgaulndionansiignidsalnd lnsamnsafmuainsgaulidliviuuuss
TR (Automatic) wazAmuALee (On-demand) 19 wazaedlmuausaluduvoanstasiu
Encrypting File System \%U encryption tampering w‘\fai’]aaﬁ'ummmmwaﬁagammﬁmms
136
aunsadastudvanainainnisleuselevidannyedninuinievis (Network Attack
Defense) 4% U Brute Force Attacks, Password Stealers, Network Exploits L@ e Lateral
Movements ¢
anursadostunislanAussinn Fileless attack lawn fileless malware, N155U PowerShell
malicious command line wag malicious traffic lilusgeios
aunsatestunisidrdavled i livasassuaznasnaiy (Anti-Phishing) saxlufediud
(Email Traffic Scan) #1un3 Protocol POPen wag SMTP 16t 1useatia
aunsndslndvidesasds (Suspicious files) 3nn1A3 BerBNRIATANUY (Endpoint) TUg
Cloud Sandbox LiiB3As1z9iMn Malware WuusalusRle
annsavnsaLnuUsTl uAuE st umLUaend Bra a3 esrauRimed (Risk Management)
wazudloanudesinulusunsuuimsiansaindiunandls
anusamIuAuLasivuadvznisidiugunsalsieriianieuan (Device Control) lalasaiugu
1§74 Allowed, Blocked, Read-Only léuazanunsaaynlvldauidusie Device ID uay
Product ID 1@
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¢oc aunsananssnumslavalussuudnida lnouansdoinsosiuniauaziadosarens
savalszanveanistaydls

Eod AITAUIMITANTLIAI endpoint protection Wa¥ endpoint detection and response
(EDR) kuvu Cloud nelamoulzaiivaniu

&ob @1U130YIN15UANINA Endpoint Incidents WU Events Record A1193903a 4agUNUA 3
3UNM (Graph) 1 o9 n13ATeYinidosasds wians1e9IuNan1ITATILIY Y Attack Info
way ATT&CK Techniques @

&oo @WIIMIATINdEULATABUAUBIRBAYANAM (nvestigate and Response) I9fsialui
¢.en.e. Blocklist
&.o0.lb. Kill Process
&oa.m. Network Isolation - Block mslfnuidniisaveaniasgnine
&.o.e. Remote shell - Remote command teuflaliymssanauuuAiasgnine

Eoc @NWNIAVINIALAUAANATNULLAS D9gRY18RIE Indicators of Compromise (I0Cs) aur
MD¢&,SHAe/o&o/&al, File Names/Process Names, Registry Values/Keys 1@

cox Tavdmsldnuigniesmungmie Tdettos « ansnsldau (License)

¢loo fiuteiauarosdiniidesusomaraivayumanainnnuisniwesdnfusivieanves
Wrvewmdndusilulszmalnensefunudmrelulsenalng dwmsvuiauesananis
Tassmsiivsgmasalundai

5. gunsalinanddmiuinregunsalivuiees (IoT Gateway) 31U a0 4 TnefanautAdsdaluil
.o  MUUUTEUUUURNT Linux wiou CPU Intel Newey
blo  Housing LUV fanless ¥ia Aluminum
b.n Storage WUU MSATA bdo
b.@ WIIWAINI: RAM DDRE <GB
b& WesnABAs COM : @ x RSere DBx, b x RSbsmls/clole/cd, o x USBmls, b x USB.o, X HDMI, @ X VGA
b il Lan Port LUU RI€& $71UIU & 189
ool 5095UNIARR <G Module
0.6 HIULINTFIU IEC Dooo-b-bw, IEC boobe-b-ba, CE FCC
o 3083UMIhnulueungil -wo~oo°C
.00 AUTUELING ¢&% RH @eoC (lindus)
.00 fiuteiaussodniideusouaraiuayunanaiannuisnidwesdnfurvieavives
Wvamdaduailulszinalnevsedunudmitelulsyinalneg dmsuiuavesianany
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o, gunsalirulreinsinianiuise $1udu <o va TnelauautAdwialuil

ao UugunsalnyIain Accelerometer s¥#U Industrial

oo AU (Sensitivity) oo mV/g

o ¥1N15IA (Measurement Range) +@o ¢

o 4190708 (Frequency Range) .o kHz 14 @0 kHz (A1ANULUEN &%) Lag o.« kHz B4
o& kHz (AP +o dB)

w.¢  usanulniinsedu (Excitation Voltage) e-ocV DC

wo  NITLARLT (Constant Current) o.¢-c mA

oo 5995UsEAUNSUBAAU (Enclosure Rating) IPog

w.e  99UNNIANITINU (Temperature Range) U —&&oC 1 +ogo0C

o TARMILITBU (Housing Material) ¥nanaunuad (Stainless Steel)

w00 ANNASTELLLT (Resonant frequency) s kHz
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